
Annexure-1 
 

Technical Specifications & Scope of Work 
 

  
A. Maintenance and support for the device and subscription of Unified Threat 

Management (UTM) Appliance (Sophos, Model: XG 230) for the followings modules is 
required for three years: 
 

 
I. Base Firewall: Includes Firewall, VPN, Wireless. 
II. Network Protection: Includes intrusion prevention system, advanced threat 

protection. 
III. Web Protection: Includes web categorization, antivirus, application control. 
IV. Webserver Protection: Includes Web Application Firewall (WAF), antivirus, 

reverse proxy. 
V. Sandstorm: Includes the Sandstorm service and all related settings. 

 
B. Tentatively period from 08.03.2022 to 07.03.2025. 
 
C. Equipment Detail:  

 
I. Make: Sophos, Model: XG 230 
II. Appliance Key: C24101PW7F6KR09 

III. Firmware Version: SFOS 17.5.15 MR-15 
 
 

D. Scope of work: 
 

1. Comprehensive maintenance including breakdown maintenance of the appliance. 

2. Renewal of subscription of Unified Threat Management (UTM) for the modules as 
specified above in point no. A (Sr. I to V). 

3. Upgradation of the software/ firmware of Unified Threat Management Appliance as 
and when released at no extra cost. 

4. Visits: A total of Six scheduled preventive maintenance visits to be carried out within 
every six months after start of service. 

5. In addition, vendor shall attend breakdown/ emergency calls, if required. No additional 
cost shall be payable for breakdown call/ emergency call. Intimation shall be given 
through telephone/ e-mail for emergency visit.  

6. Routine service, preventive checks, testing and maintenance as required on 
equipment will be carried out by a service engineer in every preventive maintenance 
visit and repair / replacement of the faulty parts of device, if required, will be done free 
of cost and a service report by service engineer will be submitted in this regard. 

7. The cost of repair/ replacement, if required, is inclusive in the total service work, 
hence, comprehensive in nature and the defective parts may be taken back after 
successful replacement. 

8. If there is any breakdown in the system, the complete system should be restored 
within 2 working days excluding the day of call reporting. If the system is not restored 
after 2 working days excluding the day of call reporting, a penalty @ Rs.1000/- per 
day for delayed period shall be imposed.  

9. A penalty of maximum of 5% of PO value may be imposed during the entire period of 
subscription. The amount of penalty (non-refundable) shall be deducted from the 
service invoice/ bill. 

 



 
 
E. General: 

 
1. The bidder will provide contact telephone and mobile numbers of the firm and 

support/ service engineer for calling in case of emergency breakdown. 

2. The service engineer will inform in advance for each visit being carried out by him so 
as to prepare entry passes, etc.  

 
F. Payment terms 
 

1. Payment will be made on yearly basis for the service support and subscription 
provided. 
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